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North Gosforth Academy 
E-Safety Policy 

 
Introduction 

New technologies have become integral to the lives of children and young people in today’s society, both 

within schools and in their lives outside school.  The internet and other digital and information technologies 

are powerful tools, which open up new opportunities for everyone. Electronic communication helps teachers 

and students learn from each other. These technologies can stimulate discussion, promote creativity and 

increase awareness of context to promote effective learning. 

 
Children and young people should have an entitlement to safe internet access at all times.   The requirement 

to ensure that children and young people are able to use the internet and related communications 

technologies appropriately and safely is addressed as part of the wider duty of care to which all who work in 

schools are bound. This school e-safety policy should help to ensure safe and appropriate use.  

 

The use of these exciting and innovative tools in school and at home has been shown to raise educational 

standards and promote pupil / student achievement.  

However, the use of these new technologies can put young people at risk within and outside the school. Some 

of the dangers they may face include: 

 

 Access to illegal, harmful or inappropriate images or other content; 

 Unauthorised access to / loss of / sharing of personal information; 

 The risk of being subject to grooming by those with whom they make contact on the internet; 

 The sharing / distribution of personal images without an individual’s consent or knowledge; 

 Inappropriate communication / contact with others, including strangers; 

 Cyber-bullying; 

 Access to unsuitable video / internet games; 

 An inability to evaluate the quality, accuracy and relevance of information on the internet; 

 Plagiarism and copyright infringement; 

 Illegal downloading of music or video files; 

 The potential for excessive use which may impact on the social and emotional development and learning 

of the young person. 

 

Many of these risks reflect situations in the off-line world and it is essential that this e-safety policy is used in 

conjunction with other school policies (e.g. behaviour, anti-bullying and child protection policies). 
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As with all other risks, it is impossible to eliminate those risks completely. It is therefore essential, through 

good educational provision to build students’ resilience to the risks to which they may be exposed, so that 

they have the confidence and skills to face and deal with these risks.  

 

As a school we must demonstrate that we have provided the necessary safeguards and done everything that 

could reasonably be expected of us to manage and reduce these risks. The e-safety policy that follows explains 

how we intend to do this, while also addressing wider educational issues in order to help young people (and 

their parents/carers) to be responsible users and stay safe while using the internet and other communications 

technologies for educational, personal and recreational use. 

 

Purpose 

This policy guidance aims to help everyone at North Gosforth Academy (including staff, students, 

trainees, volunteers, parents/carers, visitors and community users) understand their roles and 

responsibilities in ensuring the safe and acceptable handling/use of information technologies. 

 

The Education and Inspections Act 2006 empowers Headteachers, to such extent as is reasonable, to 

regulate the behaviour of students when they are off the school site and empowers members of staff 

to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of 

cyberbullying, or other e-safety incidents covered by this policy, which may take place out of school, 

but is linked to membership of the school.   

 

The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies 

and will, where known, inform parents / carers of incidents of inappropriate e-safety behaviour that take place 

out of school. 

 
Roles and Responsibilities  

The roles and responsibilities apply to all users of technology and connected systems: 

 

Deliberate unlawful/inappropriate material must not be viewed/stored/distributed on the school 

system. This includes material which is in violation of any law/regulation or which can be considered 

by any reasonable person in its context to: 
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 Be defamatory;  

 Be violent;  

 Be offensive; 

 Be abusive; 

 Be indecent or obscene; 

 Be discriminatory;  

 Incite hatred;  

 Constitute bullying and/or harassment;  

 Breach anyone’s confidence, privacy, trade secrets or copyright 

 
 
If someone has stated that they do not wish to receive emails from you then you must refrain from sending 

further e-mails to them. You must not use the school’s email systems for ‘spamming’ purposes (the use of 

email to send unwanted/junk/advertising content to multiple recipients).  

 

Particular care should be taken whenever you choose to use your own personal technologies in our work 

environment and ensure that other people, including children, are not able to see personal contents which 

you would deem private or sensitive, keeping professional and private lives separate.  

 

You must ensure that your work computer account is not misused so you should not share your username or 

password with anyone. All internet and network use of systems are subject to monitoring by the school and 

this may be traced back to you. Everyone is responsible for ensuring information systems are secure, safe and 

used to benefit all. You should be aware that disciplinary/civil/criminal action might arise if any user is found 

to be deliberately accessing material described above. Similarly, unauthorised or deliberate illegal access to or 

use of data, systems or networks is prohibited and may also result in disciplinary/civil/criminal action.  

 
Roles and Responsibilities  

The Principal is ultimately responsible for network activity and e-safety in the school. E-safety is led by an 

identified person who has designated responsibility for it. The school supports training for this role. At North 

Gosforth Academy the designated staff are the Assistant Principal (DSL), Deputy Principal (DDSL), Pastoral 

Lead Teacher (DDSL), and the Principal (DDSL), who can be contacted for further advice and support.  

 

We connect to broadband via Filtered Internet Services to reduce the risk of anyone accessing 

illegal/unsuitable sites. This covers all users connected to our networks. Any user who accidentally accesses 
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material they deem to be inappropriate on their own machine (or notices the same on others’ machines) must 

report this to their e-safety lead officer to help protect themselves, other people and the school.  

 

We encourage and develop:  

 Ongoing e-safety training to the wider community;  

 The safe use of social networking sites; and  

 Secure ‘guest’ access to our networks of an individual’s own learning device, be that a laptop, 

smartphone or portable games console.  

 

North Gosforth Academy has appropriate filtering and monitoring systems, which are updated on a regular 

basis and keep pupils sage from potentially harmful and inappropriate content and contact while at school, 

including terrorist and extremist material. Moreover, the Principal is responsible for having 

practices/procedures/staffing in place to ensure that:  

 

 All computers (and other ICT equipment) have fully up to date anti-virus and anti-spam protection;  

 All software is properly licensed for use within school;  

 Appropriate measures are in place to prevent the bypassing of filtering or network security systems;  

 Devices not owned by the organisation (such as personally-owned devices) cannot connect directly to 

secure systems (but may connect through “guest” access systems, where available);  

 All users have personal, identifiable and secure logons to network resources so that 

illegal/inappropriate use can be identified to a particular user. Shared passwords/logons should not be 

used;  

 All users of our systems have regular updates where the latest information surrounding being e-safe 

can be shared;  

 All users are aware of how to report suspicious activity they detect to our identified e-

safety/safeguarding person who may then accelerate matters, if necessary, to local and/or national 

agencies e.g. to the Child Exploitation and Online Protection Agency (CEOP) and the Internet Watch 

Foundation (IWF) following agreed NSCB procedures; 

 The ICT manager conducts a full security and monitoring of the school’s ICT systems on a monthly 

basis; 

 Any online safety incidents are logged and dealt with appropriately in line with this policy; 

 Incidents of cyber-bullying are dealt with appropriately in line with the school behaviour policy’. 

 

This list is not intended to be exhaustive. 
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Staff advice 

Ensure a clear professional basis for all communications with students – do not give students personal 

telephone numbers, mobile numbers and addresses. 

 

Social networking sites/online gaming: 

We very strongly recommend that staff do not allow access to their own personal areas or open lines of 

communications to students. It is very important that staff maintain professional relationships with students 

at all times and we feel that these may be compromised by allowing students access to personal information 

or photographs. However well we feel that we know students and however mature that we feel they are, it is 

always possible that messages may be misinterpreted by teenagers and relationships may be damaged as a 

result. Ensure you use appropriate privacy settings across all platforms.  

 
E-mail: 

It is essential that all communications with students are in connection with teaching and learning. Staff should 

only use their official school email address and it is recommended that students also use their school (rather 

than personal) email addresses when communicating with staff. The school e-mail is monitored and recorded.  

 

Online Publishing: 

It is unacceptable to publish any defamatory and/or knowingly false material about Gosforth Group, your 

colleagues and/or our students on social networking sites, ‘blogs’, ‘wikis’ or any other online publishing 

format.  

 

Student Advice 

At North Gosforth Academy, all students will cover. These are delivered in their regular computing lessons. 

These lessons explore ideas such as password security, keeping safe online, protecting personal details and 

online bullying and the impact this can have. Pupils also look at how to use social networking safely and how 

to protect themselves when using this and are shown how to report anything they feel uncomfortable about 

online. Further to this, pupils are encouraged to consider information that is posted online and its reliability 

and validity and are taught how to spot possible hoaxes and scams to avoid falling victim to these. E-safety 

lessons continue in Key Stage 4 in PSHCE as part of the tutorial programme.   Students are provided with 

methods to report concerns relating to online use. 
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In both Key Stages 3 and 4 students have assemblies on the topic. The safe use of social media and the 

internet will also be covered in other subjects where relevant.  

 

The school computer network is for educational use and students should not abuse this system. When 

accessing the network, you must keep your password safe and you must not share your password with other 

people. You should not attempt to access the network area of other users or attempt to gain access to 

unsuitable information.  

 

During school, staff will guide you towards appropriate materials whilst accessing the Internet. Outside of 

school, you should take care regarding the use of the Internet, mobile phones and social media sites: 

 

 You should be careful about who you share your personal contact details with. This includes email 

addresses and mobile phone numbers; 

 You should take extra care when interacting with other people in chat rooms and online. These people 

may not be who they say they are; 

 Do not give out personal information to people you do not know very well; 

 Never agree to meet anyone who you have only had contact with online; 

 To help keep you safe, share the details of the people you are communicating with, online, with your 

parents and friends; 

 Take care if accessing social networking sites such as Facebook, Twitter etc;  

 Do not use social media sites to post offensive material or to make yourself vulnerable to the 

inappropriate actions of others; 

 Avoid using mobile phones and text messages, in an inappropriate manner, which could be 

interpreted as cyber-bullying by the person receiving the communication; 

 Take care - any photograph that you allow to be taken of you, or any image which you share online or 

via a mobile phone, can potentially be seen by a world audience via the Internet;  

 

If you consider yourself, or another student, to be at risk from cyber-bullying or e-safety issues, please inform 

an adult – either at home or school. The designated staff with responsibility for e-safety are the Assistant 

Principal, Deputy Principal, Pastoral Lead Teacher and the Principal who can be contacted for further advice 

and support. 
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Relationship, Sex and Health Education 

From September 2020 all secondary schools will have to teach relationships, sex and health education. This 

new requirement includes aspects of online safety. Under this new guidance students are expected to know 

the following by the end of secondary school: 

 

 There rights, responsibilities and opportunities online, including that the same expectations of 

behaviour apply in all contexts, including online; 

 About online risks, including that any material someone provides to another has the potential to be 

shared online and the difficulty of removing potentially compromising material placed online; 

 Not to provide material to others that they would not want shared further and not to share personal 

informational which is sent to them; 

 What to do and where to get support to report material and manage issues online; 

 The impact of viewing harmful content; 

 That specifically sexually explicit material (e.g. pornography) presents a distorted picture of sexual 

behaviours, can damage the way people see themselves in relation to others and negatively affect 

how they behave towards sexual partners; 

 That sharing and viewing indecent images of children (including those created by children) is a criminal 

offence which carries severe penalties including jail; 

 How information and data is generated, collected, shared and used online; 

 How to identify harmful behaviours online (including bullying, abuse and harassment) and how to 

report, or find support, if they have been affected by these behaviours. 

  

Use of electronic devices 

Pupils may bring mobile devices into school, but are not permitted to use them during: 
 

 Lessons/during lesson changeover; 

 Moving around the school building; 

 Tutor group time; 

 During any other activities organised by the school; 

 Pupils caught using their devices during these times will have them confiscated; 

 Confiscated devices will be returned to the parent/guardian of the student at the discretion of the 
Assistant Principal. 

 

Examining electronic devices 

School staff have the power under the Education and Inspections Act (2006) (which has been increased by the 

Education Act 2011) to search for and, if necessary, to delete inappropriate images or files on the pupils’ 

electronic devices. 
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When deciding to examine or erase data, staff must reasonably suspect that the data/file in question has or 

could be used to: 

 

 Cause harm 

 Disrupt teaching 

 Break any school rules 

 

If any inappropriate material is found staff will decide whether they should: 

 

 Delete that material 

 Keep it as evidence 

 Report it to the police 

 
Data Protection Act 1998 (DPA) and GDPR (2018) 

We record data and information about pupils, staff and other resources. This makes us a ‘data controller’ and 

means we must adhere to a set of key principles when using data and information.  

 

The definition of personal data extends to photographs of children taken by school staff or others on their 

behalf (e.g. professional photographers). We seek informed consent from parents in relation to the taking and 

using of such photographs. We do this is at the beginning of a new school year or on enrolment. Photographs 

are stored on secure drives and not left on devices.  

 

The Data Protection Act is unlikely to apply in many cases where photographs are taken in schools and other 

educational institutions. Fear of breaching the provisions of the Act should not be wrongly used to stop people 

taking photographs or videos which provide many with much pleasure. Where the Act does apply, a common 

sense approach suggests that if the photographer asks for permission to take a photograph, this will usually be 

enough to ensure compliance. Photos taken for official school use may be covered by the Act and pupils and 

students should be advised why they are being taken. Photos take purely for personal use are exempt from 

the act. 
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Examples: 

Personal use:  

A parent takes a photograph of their child and some friends taking part in the school Sports Day to be put in 

the family photo album. These images are for personal use and the Data Protection Act does not apply.   

Grandparents are invited to the school nativity play and wish to video it. These images are for personal use 

and the Data Protection Act does not apply.  

 

Official school use:  
 
Photographs of pupils or students are taken for building passes. These images are likely to be stored 

electronically with other personal data and the terms of the Act will apply.  A small group of pupils are 

photographed during a science lesson and the photo is to be used in the school prospectus. This will be 

personal data but will not breach the Act as long as the children and/or their guardians are aware this is 

happening and the context in which the photo will be used.  

 
Media use:  
 
A photograph is taken by a local newspaper of a school awards ceremony. As long as the school has agreed to 

this, and the children and/or their guardians are aware that photographs of those attending the ceremony 

may appear in the newspaper, this will not breach the Act.  

 
Subject Access Request 

Data subjects (including pupils and parents) have a right of access to information held about them. In such 

cases they should submit a written request to the school stating clearly what they wish to access. In most 

cases copies of educational records must be provided with 15 working days and any other personal data 

within 40 working days. A child’s information must only be released to a parent/guardian where such a 

disclosure is in the best interest of the child.  

 

Usually, data should only be released to the person it relates to. In the case of young children, data can be 

released to parents without the child’s permission. The DPA doesn’t define the age at which a child is deemed 

to be able to take over responsibility for their own data from their parents, but the guidance suggests age 12 is 

usually a reasonable point. However, this may differ and cases should be considered carefully and individually.  

 

Under the Act, a pupil, or someone acting on their behalf, has the right to access their personal information 

held by the school. This includes:  

 Information held on computer (or other automated means);  
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 Information held in structured files;  

 Information in their educational record; and  

 Unstructured information, for example, held in loose correspondence  

 
Freedom of Information Act 2000 (FOIA) 

The FOIA provides the public with a right of access to official information. People are often unsure 

about the difference between FOIA and DPA. Broadly speaking, the FOI covers information on 

resources, aggregated information about individuals and performance information and the DPA 

applies to data about individuals. For example an FOIA request might include the number of staff 

employed, the percentage of days lost through sickness or attainment data. When considering an 

FOIA request for information, the DPA takes precedence. Therefore, if information requested under 

the FOIA could be used to derive information about specific individuals (and therefore is covered by 

the DPA), then the FOIA request can be refused. If in any doubt, seek advice. 

 

Publication Schemes 

We have adopted and we maintain a Publication Scheme. A Publication Scheme is a guide to the specific 

information held by a school and made available to the general public. In 2008 the ICO revised the structure of 

Publication Schemes and provided seven new standard headings for use by the entire public sector. They are:  

 Who we are and what we do;  

 What we spend and how we spend it;  

 What our priorities are and how we are doing;  

 How we make decisions;  

 Our policies and procedures; and lists and registers / the service we offer  

 

The type of information the ICO expects schools to make available (where held) under these new headings can 

be viewed at: http://www.ico.gov.uk/Home/what_we_cover/freedome_of_information/publication_schem 

es/definition_document_schools_ni.aspx 

 
Dealing with FOI requests 

We are under a duty to provide advice and assistance to anyone requesting information. The enquirer is 

entitled to be told whether the school holds the information, except where certain exemptions apply. 

Requests should be dealt with within 20 working days excluding school holidays.  

 

http://www.ico.gov.uk/Home/what_we_cover/freedome_of_information/publication_schem%20es/definition_document_schools_ni.aspx
http://www.ico.gov.uk/Home/what_we_cover/freedome_of_information/publication_schem%20es/definition_document_schools_ni.aspx
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A valid FOI request should be in writing (and can include one made via an email), state the enquirer’s name 

and correspondence address and describe the information requested. Expressions of dissatisfaction should be 

handled through the school’s existing complaints procedure. 

 

 

 
 
Date approved: ………………………………………………………………………….. 
 
 
Signed: ………………………………………………………………………………………..  
 
 
Date to be reviewed: …………………………………………………………………..  

 

 

September  2020 

September 2021 


